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Underst andin g Your O Isd:anst;fy the cloud service models in use (laaS, PaaS,
Cloud Environment

() Determine the responsibility for security in your cloud
model (provider, your business, or both).

() Assess the integration of your cloud environment with
existing on-premises infrastructure.

() List compliance requirements applicable to your cloud
data.

() Confirm the shared responsibility model with your
service provider is clearly defined.

() Ensure data is encrypted both at rest and in transit. D a ta E NC rypt i on

() Identify encryption standards and protocols in use.
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(1) Determine who manages the encryption keys and
their protection measures.

() Assess the impact of encryption on data retrieval
and performance.

O Check for regulatory or compliance standards
dictating encryption levels.

Identify the access control model implemented (e.g.,
Access Control QT

(1) Assess management of identities and authentication in
the cloud.

O Ensure multi-factor authentication and conditional
access policies are in place.

() Verify the principle of least privilege is maintained.

() Regularly review and update access permissions.
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O

Secure endpoints against malware and phishing E n d p o) i n t S ecur i ty

attacks.

Implement a regular process for updating and patching
endpoint devices.

Monitor and control endpoint access to cloud services.

Utilize tools for detecting and responding to endpoint
security incidents.

O 0O o0 O

Secure endpoints used by remote workers.

Integrate security into your continuous integration and
delivery (CI/CD) pipelines.

Access Control

Include automated security scanning and vulnerability
assessments in DevOps processes.

Manage secrets and sensitive information securely in
/ > all environments.

Ensure measures are in place to maintain code integrity
and prevent unauthorized changes.

O O O 0O 0O

Monitor and audit DevOps processes for compliance
with security policies.

Regular Security
() Conduct regular security assessments and audits of Assess me nts

your cloud environment.

() utilize appropriate tools and methodologies for
security assessments.

() Address and remediate identified vulnerabilities.

() Perform penetration tests to evaluate security
measure effectiveness.

() Effectively communicate and act upon security
assessment findings.
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E m p I oyee Tr a i N i n g an d () Provide training on cloud security best practices.
Awareness

() Ensure employees understand the risks associated with
cloud services and remote work.

@) Implement mechanisms to measure the effectiveness of
security training.

0O Regularly update and deliver security awareness training.

0 Offer specific training modules for employees handling
sensitive data or accessing high-risk environments.

O

Develop a strategy for data backup and recovery. D i s a ste r Re cove ry a n d
() Ensure business continuity plans are in place for B u si ness CO N ti nu ity

cloud service disruptions.

() Define the recovery time objective (RTO) and recovery
point objective (RPO) for your critical cloud services.

() Regularly test disaster recovery and business
continuity plans.

O Securely manage and backup data in multi-cloud or
hybrid environments.

Identify regulatory standards applicable to your cloud data
(e.g., GDPR, HIPAA).

Compliance with
Regulations

Ensure compliance with these regulations in the cloud.

Manage data sovereignty and residency requirements.

Handle audit and reporting requirements for regulatory
compliance.

O 0O o0 0 O

Confirm cloud service providers are compliant with
necessary regulations and standards.
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() Evaluate the security posture of potential cloud
service providers.

() Monitor and assess the performance of cloud
vendors.

() Ensure cloud service providers adhere to your
security and compliance requirements.

(1) Manage and respond to security incidents
involving a service provider.

Remote Work
Security
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Vendor Management

Secure data accessed by remote employees.
Implement strategies to protect against remote
work-specific threats.

Ensure secure connectivity for remote
employees.
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